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PatentanaprOche 

DruckfMhIffes Schutamuster zum Faisohun^Bschutz von Doku- 
fflentent das sovolil aina vlsualle als aueH oino masohinalle 
Bchtheitspriifun^ erlaubt^ dadurch ^kannxeiohnat^ da0 aina 
flftchi^ verapralzta £cli thai tsinfomat ion im Schutzmustar 
enthaltan iat. 

2. Schutzmustar nach Anapruoh daduroh i^ekannzaiohnaty dad 
dia Echthaitsinromation aua ainem kodiorton alf anumari soban 
Text baataht. 



3. Schutzmustar nach Anapruoh 2.^ daduroh ffokannzaiohnat« daO dar 

out 

alfanumariacha Taxt ^anz odar tailwaiaa aua individuallan 
InTonnationan (z) baataht, durch dia aich zval Dokumanta 
£^leichar Art untaraohaidan* 

km Schutzmustar nach alnan dar AnaprUoha 2* und daduroh ^« 
kannzaiohnatp daB dar alfanunariaoha Taxt binKr kodiart iat» 

5« Sohutznttstar nach alnaa dar AnaprQoha 1« bia k. p daduroh ffo- 
kennsaichnatf dafi dia Varapraiaun^ dar BchthaitsinTomation 
durch anainandars«<1%ta FlHohanmustar (3) ga8ohiaht» dia aich 
in ihran optiathan Kic^naOhartan ±m Baraich daa aiohtbaran 
und / odar unai^htbaran Uchta tmtarsohaidan* 

6« Sohutznuatar nach ainam dar Anaprtt6he 1» bia 5*» dadurdh sa^K 
kennzaichnaty daB aa aua untara6hiodli6han zuainandar 
^onalon odar bipolaran FIftohanmustom (3)9 inabasondara Valsh« 
Karhunen-LoAva BaaiafUnktionan zuaaamen^aatat iat* 

7» Sohutznuatar nach ainam dar Anaprttohe 1* bia 6*9 dadurch ga* 
kannzaichnat^ dafi as aith auT Blnmr tranaparantan Kunatatoff- 
folia barindatt dia nd.t a«rgraaaivaB KlabstofT untar Drutk imd 
Hitza auT dia zu aohUtzandan ObarAftohan daa Ddkumanta gp^ 
bracht vird* 
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8* Schutsemistar naoh einem der Ansprttcli« 1* bis 6.9 dadurch ge^ 
Icennseiclmett dafl es dlrekt auT daa au sobtttaende Dokiiaent 
^edruckt vird« 

9« Schutanuater nacb Ansproob 6«» dadurob sekennzelcbnet, daA 
das zu schtttzenda Dokumant elna Banknota^ ein Scbeck odar 
ain Yertpapiar iat* 

10, Schutznustar naob Ansprucb 7* und S*, dadurcb 0akaxinzalchnat« 
daO daa au aoblitaenda Dokument ein PaObild oder ein Ausveia 
iat. 

11* Varrabren eur BohtbeitaprtiTun^ dea Sobutzimist era nacb einam 
der Anaprileba 1« bis 10* mit Hilfa der Koz^relationsdetektion^ 
dadurob ^akannzaicbnett dafi die KorraXation mit einam I>i^ital- 
racbnar aua^aitlbrt vird* 

12* Varrabran mar Sobtbaitapriifun^ dea Sobutzmuatera nacli einen 
dar An8prQ<&a I* bis lO., dadurob ffekanneaichnat^ daA aina 
Anordnunip aur optiaeban Korrelation banutzt vlrd»- 

t^, VarTabran zur Brzeusunff einaa Sobutzmuatera naob einam der 

AaaprO^a 1.» bla 10, daduirob e^«>^s^^<^bnety dad ain Distal- 
racbnar bamitat vlrd« um daa Schu tznua ter auf daa Dokument an* 
zupaaaan «nd daa Dokumant aalbat odar aina Druckniatriza bi ar« 
fttr barauatallm. 
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Dr«-Xn^« Voirran Szepanski 
Harbachtalatrafie 21 
5 too Aachen 

Maschinell prUrbares Schutzmuster tiXr Dokumente und 
Verrahren zur Erzeugiui^ und PrUfung des Schutzmuatera 



Die Brfinduziff bezlelit sich auf eln naachlnell prUTbarea Schutz- 
niuater fttr Dokumente » daa eine iiber die PlftcHe dea Dokumente 
verspreizte Bcbtheltalnfomatlon enth&lt^ sowie auf Verfiahren 
zur Brzeugung des Schutzmustera und zu seiner Bohtbeitsprtlfung* 

Unter dem Begriff "Dokument" aollen hler P&sse, Identlt&tskar* 
ten, Berechtlgungsausvelae, Kredltkartent SeheckSy Bahknoten, 
Vertpaplere und dgl« veratanden warden. Aufgrund der welten Ver* 
breltung di.eaar Dokumente und der nit Ihnen verbundenen Verte 
vurden berelte verscbledene Hafinahmen aura Sotiutz vor Naobalimtmcen, 
Radlerungen und aonatlgen VerrUachungen angevendet* Ale beaon* 
dera slcher k6nnen Dokumente gelten, deren Bchtheitamerkmale nur 
acliwer kopierbar oder verfUaclibar alnd und deren Unverfftlacht^* 
heit auf veraehledene, von elnander unabttHnglge Velaan und mlt 
gerlngem Aufwand geprtlft verden k8nnen« Dabel aollte der Fttlschunc^s 
sobutB vorzugavelae eine einfaobe vlaueXle BohtheltaprUfling erlau«- 
ben» er aollte Jedoch auob fUr eine maacl&lnelle PrCifung durob 
automatlscbe Lesegrttte : geeignet eein, um eine zweita, von der 
vleuellen PrilfUng unabhAnglge Kontrolle mi emOgllohen* Darilber* 
hlnaus elgnen elcb maschinell prClfbare Dokumente ala Zahlunga* 
mittel fUr Yexlcaufs- oder Geldvechselautomaten, ala Auawelae fttr 
automatlaohe Zugangakontrollen uav. und Uberall dort» vo eine 
groOe Anzahl von Dokunenten wle a* B« Baxiknoten oder Soheoka ma- 
schinell reglatrlerty sortlert oder geztfhlt werden mu0. Oegenatand 
der Brflttdung alnd deshalb ebenfalla eln Verfahren but Heratellung 
von geschtttzten Dokumenten sowle Verfahren zu Ihrer maeohlnellon 
EchtheltaprUfung* 
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Uiii Naohahtniiiigen zu erschveren und PHlschun^en leicht kenntlioh 
'Au niachen, verden Dokumente vielTach mlt. einem Scliutzmuster Uber^ 
zo(;on. Am hMufiffsten verwendet werden komplizierte Llnienmuster 
(Cuillochen)p die zwar oina visuallo EditheitspjrCifun^ erlauben^ 
die aber in der Reg^el nicht raaschinell lesbar aind» Dasselbe 
£;ilt ftir Schutzrouster rait einer dreldimensionalen optischen 
Virkuni^f fflr die in den Auslege- und Off enlegungsaohrif ten 
(DK^AS 23 3* 702 bzw. DT-OS 26 03 558) keinerlei Hinwoise auf 
eino maschinelle Prilfbarkeit ^e^eben werden. 

Woiter aind Verfahren zum Dokumentenschutz bekannt^ die auf dem 
Crunclixcdaiiken l>aaieren, daB bestimince maschinell leabare Xnrorma* 
iioneh oder Markierun^en filr einen FMlsoher unsichtbar «uf einea 
Dokuracnt an^rebracht oder in Ihm verbor^en sind. Diea kann zum 
Doi»plel durch die Vorwendung von Materialien mit bestimmten elek- 
trischon, ma^etischen oder optischen Bi^nachaften erzielt wer- 
don* £in derarti^er Dokumentensclxutz ist nicht ohne MeB^rerMte 
nachweisbar und kann olme zus&tzXiche MaOnahmen auch nicht visuell 
UberprUrt warden. Wird die Exiatenz der unaichtbaren Martcierun^ 
von einem FKlacher aber dennoch erkannt, ao beateht die Gefahr 
elner PKlachun^ oder Naohahnun^* 

Ea %nxrde auch ein Radierschutx vor^achla^en (dT-AS 25 30 905), 
liei dem daa Dokument von einer homo^enen^ inf ormationslosen Schutz«» 
tfchicht bedeokt iat, die sioh in ihren optiachen Bi^enachaf ten 
von der Xnrormationsdruckf^be und vo« Papiar untencheide^ vmd 
die Radierversuche in einem Leae^erttt aichtbar werden lltCt. Nicht 
erfaOt werden duroh dieaea Verfahren alle die FUlachungen, die 
ohno Rodierunsen dadurch zustande komsen^ da& z» B« im Klnrtext 
auf das Dokument i^eachriebene Namenaan^aben oder Zahlenwerte 
durch HinzufQ^n von Buchataben oder Zlffem verSndert werden* 

iat feraer bekannt, sehr fi^ chunks aichere Dokumente dadurch 
zu orzeu^en^ daB man aino JSchtheitsinforaatlon in Foxn einea 
lIoloi;ramma (DT-AS 25 Ol 60h und DT-AS 25 46 OO?) oder einea in 
Xunatstoff eln^prSsten, optischen Beugvnga^lttera (dT-AS 25 55 21*) 
auf oinom Dokument anbrin^t. JBin achwieri^ea, uxi^el^stea Problem 
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1st dabel die Brzeuguns von kratz-, knlck- und knltterfeaten Holo- 
eranmen fttr Schecks und Banknotan, dla fflelchzeltlff dttnn, hochfla- 
xlbal und dauarbaft abnutzungafeat aaln mttasen. Da dla bekanntan 
holosrapblaeb easlohertan Dokuraanta antweder ganz odor wenlcratena 
an Ihrer Oberflftche aua Kunststofr bastahan, kSnnen auDardea Schwio- 
rl^elten antstehen, wann dla Dokunenta naehtrtteUoh baschrlftot 
odor seatenpolt warden sollen. Bel dor Maaaanharotallung von Do- 
kumenten wlz4cen olch die boben Hera tallunffokos ten fttr Hologrammo 
zuatttzllob nacbteills aua. 

Aufffrund dar eanannten Manuel elnd dla bleber bekanntan Varfahron 
dea Dokumontenacbutzea rttr beatinmita Arten von Dokumenten ant- 
weder eamlcbt Oder nlcbt ttkonomlaoh anwandbar odor ale erfUllen 
Ihre Schutzfunktlon nur unzurei«*and. Aufsaba der vorliecandan 
Brflndune let ea deebalb, elnen maeobinall prUfbaran Fttlaehun^s- 
aehutz fttr Dokumento anzueaben, dar in elner bevorzufften AuafUh- 
run£ auob eine visuolle Eehtheitaprttfune orlaubt, und der bel al- 
ien elneanes definlorten Dokumentan anwandbar lat, ohno die e«- 
nannten Nacbteile blaber bekanntar Sebutzmetboden au bealtzen. 
Ba lat famar Auf^abe der Brflndunff, VerTabren anzueeben, mit do- 
nen die Baratallune dea Scbutsas aowla aalna oaacfainella Prttfung. 
nScliob 1st. 

Dla Omndidaa zur LBaunff dar Aufgaba bastftht darin, *!• ««» scbttt- 
aenda PlKAa einas Dokumentaa untrennbar mit alneB Sobutanmoter 
zu veraebMi, daa eine kodierte, ttber die eeaamte zu acbtttzende 
Plftcbe verapraizta Eobtbaitainfonnation entbUt. Ala Bcbtbeita- 
Infomation alsnen altOi dabai baliablsa alfanomariacba Texta, 
Brf InduneaerenHfi wlrd die lCodierun« der Eobtbeitainfor»atl6n und 
ihre Verspreizuns ttber die zu .aebfitaenda Flttobe dadureh errelcbt, 
daB die elnzelnen alfanuaeriatfhen Zeioben zun&ebst dureb die Sym- 
bole einea zwei- odor nebrwertlsan Xodea araetzt warden. Dabai 
let aua der Macbrlchtentethnik bakannt» dafl aloh alt elnoB n-atal- 
llsen and m-wertiffon Kodo H » ■* verarfiledene ZeicAen daratellan 
laaaen. Hit Hllfo elnea aeobatellieen BinttricodeB laaaan alob ao v.um 
Belsplel inaseaamt H » 2^ » 6U varacbiedene Buebataban, Ziffom 
und Sondersaicben kodieran, ao dafl Jedoa diaaer Zaicfaan durob 
n s 6 binttra Symbola dargeatallt wlrd. Jedom dar ■ veracbiedenan 
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Kadosynbol* wlrd nun elneo von m unteraoliiedlichen FlKotxenmustarn 
zttffeordnatp di» als optische TrK^ersi^naltt rcir dia antBprechandan 
Kodasymbola verwandat werdan. Jadaa alfanumarlsoha Zalbhen odar 
Sondarsalohan kann aomit durch n flKchlip an^ordnata Flltehanmuatar 
raprftaantiax^t vardan« Baataht dia In SchatKunist ar su kodlerenda 
EohthaitainTormation aua k alfanunerisohan Zaichan, 00 ar^ibt aioh 
durch ayataraatlaoha Anordnun^ dar alnzalnan^ dia Kodasymbola ra«» 
pritsantlaz-andan Fiftclienxiiustar a±n zuaammanhttneendaa Sohutsmustart 
das aua inaipaaaflit k « n FlMohanmustarn auT^abaut iat* 

Dan Brrindune0ff«<tankan rol^and wlrd nun vor^asehla^an, dtemes 
Schutsmuatar dan zu achUtzandan Dokumant su Obarla^rn und aa nit 
Ihn auf ipaal^ata Veiso untrannbar zu varblndan, Dia Halligkaita-* 
varta von Bokumant und SchutKmustar varblndan slcb dabai zu ainaoi 
optiaohan Gaaaatalndrucxkt dar dan dar bakanntan Lrlnlanmustar fthn- 
lioh lat* Bal ^Inar vlauallan PrOTun^ auf t^arftllaolithelt waardan 
Manipulatlonan daa Dokunanta an VarXatxun^an dai^chutznuatara und 
an Tavttitdartan optiaohan Caaantaindruck ezkannt* Da daa Sbhuts-* 
nuatar nur aua vokldafiniartan Grundalanantan, nfinlioh dan n un* 
taraohiadI161iaa Flftohannuatam auf^baut lat, IHDt alok dia in 
Schutznuatar kodiarta fiohtliaitainromation durdt Untarsokaidun^ 
dar alnsalnan Fltt^annuatar naaokinall dakodiaran. Bin bai ainan 
FUadhunffavarautfh zarattfrtaa FlKohannuatar fllhrt zwan^alttun^ su 
oinar fahlarbaft dakodlartan Bchtbaitainromatlon^ so daD dia 
Manipulation naackinall aalbat dann axkannt wird^ vann dar optl- 
aoha Gaaaataindrtudc daa Dokunanta unrardllolitiir arackalnt. 

l^nsalkaltan und waitara n.s«nadhartan dar - Erfindune wardan in 
folirandan anh a nd dar Zaiohnuncran arlMutart. 

Ba zal^an 

Fiff* 1 alikan Auaactmltt aua alnam Dokunant obna arTlndun^a* 

^asBtlDaa Snhutgnnatar 
Fi|^« Z aln Auartatruns^abaiaplal ainaa arfindun^aeasAfian 

Sokut znua tar a 

Fi^« 3 alnan Auaaclmltt aua otnom Dokunant^ daa durch aln 

arfindun^aeemSBaa Schutznuatax eaachlitst iat. 
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Fig. h ^ 9 versohledene Beisplela fttr dla die Kodosynbole re- 

prttsentierenden Flttoheniauater 
Flff. 10 eine Anordnun^ zur automatlschen Eolitheltaprllfuii^ 

Fl^« 11 eine weltere Anordnun^ zur autcmatlaelien Kohtiielta« 

prClfun^ 

Fig:* 12 eine Anordnun^ zur Erzeug^un^ von Dokumenten rait or-» 

rindun^a^emOBea Sohutzmuater 

Fiff« 1 zei^ einen Ausachnitt aua elnem Dokument, daa mit Ublichen 
Fttlschuniraaol&utzDiltteln wie Vaaaerzeiqhen, Metallf^den und dgl. 
versehen aein kann* Dabei ist aur ei&en Dokumententrtt^er 1, der 
aua Xunstatorr beatehen kann, vorzu^sveiae aber aua Papier be- 
atehen soIl» die daa Dokuroent kennzeiohnende Information in Form 
von Schrirtzeichen oder aonstieen Haxkierungen auT^r^bracht, Die* 
ae Information beateht wenigatena zum Tell aua einer individuel- 
len Information 2, die ein beatimmtes Ookument von anderen Doku- 
menten der ^Xeiclien Art unteracheidet* Bei Auaveiaen aind dlea 
vor allem die Auaveianummar, peraonenbezoffene Daten dea Auaveia- 
ihhabera, aovie Aua^abea telle und Datum* In Fi^, 1 beateht die 
individuelle Information 2 baiapielaveiae aua Sohriftzeioben, die 
den Namen der Bahk^ die Konto- und die Sdheeknuomier bezeictinen* 
Yor allem dieae individuelle Information let fMlaekuneaffeftthrdet 
und aollte vorzu^aveiae ale Tell der Botitheitalnformatlon in daa 
Sohutzmuater einkodiert verden.Dlea verblndert eine F&laohun^ der 
individuellen Information dnrch IIinzuf(tffen von Klartextzeiohen, 
da die Fttlaohua« duroh Ver^leieh mit dor d^odierten Information 
dea Sohutzmuatera exkannt vlrd. 

In Fig* 2 iat ein erfindun^agemOfiea Sohutzmuater aohematiaoh dar- 
fieatellt. Ba beateht beiapielaweiae aua der viederholten Anord- 
nun^ von h unterachiedliehen Flftdhenmuatem 3, die die Symbole 
einea hier vlenrertie an^enommenen Kodea repr&aantieren» Solbat- 
vera tMndlich aind auoh beliebi^ andere Kodierun^en inklualve 
kryptosraphiaoher Versohlttaaelun^n amrendbar. Zur Reduzierun^ 
dea Aufvanda bei der Heratellun^ und Priifun^ dea Sohutzmuatera 
wird vonu^aweiae ein binftr^r Kode vorcreaohla^n* 
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Me unteraohledllohen PlMohaimuster alnd in F±g^ 2 durch untez^ 
0Ohi#dlich« Soliraf flerun^n ^kennzeichnet und dabel so an^aord-* 
Mt, daO aln Schutzisuster bilden^ das dia i^esaate zu aohUtzen* 
da DdcumentatiTIKoha badeokt. Zusfttzlich zu dan PlSchanmuatem 3 
warden Narklarungen k vorgasaheny dla zun Lesan und Dakodiaran 
dar in Sehutemiatar antlialtanan Bobthaitainformatlonan bontftlgt 
warden* 



Pi«« 3 zalgt aln arfindunga^aattO «a«ch<ltstas D<^u»ant 5 9 bal den 
die indivldualla XnTormation 2 Bestandtell der Bcbthaltslnroma- 
tion iat und in kodiarter Fora Ubar dla Flltoha das Sobutzmustara 
varspralzt let* Dla untrannbara Varbinduag von Dokumant und Sobutz 
muatar kann^'vonugswalae durob tlbardruokan das Dokumanta gaatba^* 
baa» Slna andara Art dar Varblndung zalgt Fig* 9 als ataxic var» 
grllAartan Queraobnltt durob aln Dokunant* AuT alnan I>okumantan« 
trHgar If auf dan alna Indivldualla Xn^omatlon In Klartaxt aur-> 
gadruokt lat« /wlrd nit Hlira aluas aebr agraaalvaA JClabatolTaa 10 
alna dtinnat tranaparante Kunatatorroila 9 aufgabracbt^ dla vor- 
bar. auT Ibrar dan Ikdcmaat sugawandtan Salta nit alnan arf^- 
dungaganfifiaa Sobutznuatar badruokt vurda. Durob Druok und Rltza 
IKOt alob dla KunatatofToIla 9 untrannbar mit den Dokumantentrll* 
gar 1 varbl n den* 

Dla FlKebaamtatar 3| aua danan daa Sobutznuatar gablldat vlrd, 
baataban Ibraraalta aua nlndaatana aval Artan von Raataralanantan 
69 7 Mlt untaraobl'adllolian Raflazlona* und / oder Trananlaalona* 
und / odar Fluotraazanzelganaobartan In alobtbaraa und / odor ua^ 
alol&tbaraa TmilAmm Llobtapalctmna* So klbmofn aran Baiaplal la alob 
niibrfSazM.ga und varabbladan atrUkturlarta FIttdbannustar arzeugt 

wardaat dl«i aowobl bal alner vlsuallen ala auoU bal alaar naaobl>» 
aallaa Aobtbaltsprttrung nit optlscbaa Mitt ala uataracfbladan var«» 
daa kaianan* Ita dla Slobaxiialt daa S^utznnstara waiter mu vergrtf-* 
llam« laaaea alob suafttsllob andara Frttflaatbodea amranden. So 
kOnaaa zun Balaplel untera^hledliobe FlS^aanuatar 3t die uater- 
adbiadllobea Kodaaynbolea eataptrecxben^ - dur^ Zuafttaa zur Druclc- 
rarba audb nagaatlaob uataracbaldbar ganaobt werdaa, Hlerdurob 
vlrd alna Kac fa a b nu n g daa Sctbutznuatera dur^ alnan optlaiAan Kb- 
plarvorgaag vexbladart. 
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In Pl|^« k bis Fi^« 8 Bind varsohledona Auanihrungsbeiapiele tUr 
dtm Fl&chanmuster 3 dar£^stellt* IHe Ba^enxunffalinia aliuielner 
Flftohenmuster kaim dabal baliabl^ varlauran^ ala kann 8. B* 
quadratlaohy rechtaokl^^ aachaaoki^ odar unra^In&Oi^ via in 
Fiff. 7 Bain* ZwacknftBl^ vardan Jadoab aoloba BaffranBun^slinian 
bevorzuffty dla ain Ittckanloaaa Anaiiiandarfflean dar FlKobaninuatar 
arro^fllchan. Cbenao slnd dla Form und Or0fia dar nindastena asvai 
Artan von iintarsohladliohan Rastaralamantan 6, J baldLabl^* 

i 

Slnd dia Sohrlftzaiehan, Mat^arun^n und bildlioban Darstalluneen 
ainea Dokumanta abanfalla ^raatart, ao kOnnan dia Raataraionan* 
ta 6, 7 dar FlMcbanmuatar 3 auT baliabi^o Vaiaa fld.t dan Raatar* 
alananten dar Sobrirtaaiohan, Karkiarun^n und bildlioban Dar* 
atallun^an varaobacbtalt aain^ via diaa an ainas Baiapial in Ftg. 8 
^zal^ let* Dia RaataraXananta 6^ 7 ktfnnan abar auoh direkt dam 
Druckbild dar Sobrirtzaioban^ Xaxkiarun^n und bildlioban Daratal- 
lun£:an Hbarla^art vardan* Dabai vardan dia Hallic^aitavarta daa 
uraprUn|;li6ban Druckbildea varttndart« Vm Vardaokunffan daa Druck* 
bildaa ztt vamaidan, allaaan Halli^aitavarta, Orttfla und Form dar 
Raataralamanta dam zu atibtttsandan Dokumant ans^paOt M^rdonm 

Zur Kodiarunc dar BobtbaitainTomatioa baaondara eaai«:neta . FlK.-> 
cbanmuatar 3 aind ^viaaa» ortboeonale Kazbunan»LolTa Baaiafunk- 
tionan^ dia nan durob aina Kaxfiunan-Lolva Ortbo^ponalaarlagun^ daa 
zu aobtttaandan Dokumanta ^avinnt* Dia Thaoria dar DrtboironalBax^ 
la^unff von Fuhktionan iat aua dar Matbamatik bakannt und vird in 
dar Nacbribbtantacbnik auT Bifinala angavandat* Xlazalbaitan zu 
ainar darartigan Anpaaaun^ dar Flft«dianmaatar 3 an dia zu aobtttzan- 
den Dokumanta aind in daa Artikal " A Signal Thaoratio Matbod for 
Craatin^ Forgery Proof Doeumanta for Automatio ▼arification**t 
Proceadinga of Cw^^an Confaranca on Crime Countermaaanraa » 
Univeraity of Kentucky^ Lexin^on^ l6» - 18, Mai 1979t Saita tOI - 
I09t zu findan* 

Dia Varvandung von gaviaaant acbaobbrattartigan' bs4uman«»LoAva 
Baaisfunktionen ermttgliobt vegan dar OrthogonalitKt dar Baaia- 
fUhktionen eineraeita aina optimala Unteracbaidbarkait unteraobiad«> 
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liol&er pittolittnBa0tar und ff^wMhrlelBtet elna besonders Bt^rtmemp^ 
flndllohe IHlokcevlimun^ dar ±m Schutsmuttar onthaltanan Schthaita- 
Informatlon* J^|hnlldha Sr^abnlasa vardan durah dla Vanrandun^ von 
sahaohbrattartlffaa Valah-Putiktionan ala FlAchanimiatar 3 arzialt* 

Flff« 12 a tall t alna Anordmms dar» mit dar dla rUr aln Dokumant 
optiiaalan Piaohanmuatar baatint und ain Dokiamant mit dam arfin* 
dun^a^aattBan Sohutzmuatar varaahan wardan kann. Dar DokumantantrH- 
gar I irlrd Buaaaman mit dar su achUtxandan Indlvlduallan Informa* 
tlon 2 duroh ain optiachaa Syatam 11 und alnan opto-alaktrlacban 
Vandlar 12 s« ssallanwalaa abffataatat« fidr dan Ualli^kaltawar* 
tan antajjurao handan alalctrlachan Si^jamlm vardan durcli dan Analogo* 
Dijrlt«I«»Umaatzar 13 tlij^tallalart und adit fiilf'a <laa IHeltalraoli^ 
nara 1% In orthogonal a KarHunan-Loftva Baalafunktlonan sarla^* 
Ala co^igaata FlKohanmuatar wrden dla Baalaruhktipnan auagavHhlty 
daran ^arlagungakoairiaiantan <Iia garingatan Varlanzan baaltzan« 
Vtna ala alAammarlaoliar Taxt libar dla Taatatur 25 alagagabana 
Selittiaitalnfomtlan vird duroli dan Digitalraohnar 14^ nacSi alnam 
▼ox^gasabanan ICoda^ s« B« blnftrt Icodlart* Dia Xodaqrmbola dar ao 
kodiartan Jtebtiiai^lnfoxnatian wmrd^ vam I>lgltalMcli&ar aaaohlla* 
Band durth dla nuagai^hltan Flftchanmaatar araatst und dan digital 
gaapal^artan Baillgkaltswartan daa urapr!llng3J.cliaa DoJomanta 
a amma n mit ainar I^aamaxfclarttng k 4barlagart« IhLOii alnar m^tml* 
▲nalogoVmaatsuBg Jcann daa arf iaduogagamU gaachtttata Dokumant von 
aiaam al^ro«4ia;»tlaehan Vandlar 2h aatwadar mxt rnlwn liabtamprind* 
lidhan Bokumantaittrigar odar miot alna Druakmatrlaa anfgasalohnat 
vardan, Bina a^Pi^aba Anwaadung flir dla Aaprdnuag dar Fl^. 12 liatgt 
balaplalavalaa^ darittt aln FafiToto mit alnam Sohutsmuatar au ttbacw 
lagara^ daa dla paraonanbaaoganan Batan daa Auavalalnbabara la 
kadlartar Fom anthftl*t«. AuavalafUacilnmgan duroh Auatauabh daa 
FaBfotoa vardaa ao varhlndart. 

Fig. 10 saigt adlna Anordnung nur KohthaltaproKmg ^Imb Dokumaa* 
taa 5t daa mit «laaai arriadungagamftfien Schutzmuatar varaahan lat. 
Sla lat bda mnt dla Taatatur a5 und dan alaktro-optlaehaa Ifendlar 
2%» an daaaan Stalla dla airaaomarlaeha Anaalga 15 trltt^ IdantlaOh^ 
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Die Untersehaldun^ der dea Kode symbol en entsprechenden Fltteben* 
muster erfol^ la Dlffitalreehner l4 tait Hiire der Korrelatione- 
detektlon» elnem VerTabren^ das aue der Haobricbfentecbnlk und 
der Mustererkennuiiiir bekanat let* Hlerbel vlrd die berelte er* 
vtthnte KaxUerunip k zur Synebroaleatiea dea Abtastera venrendet. 
Nach der Dekodlerun^ vlrd die la Sehutsnmater entbalteae Infer* 
nation in der Anzei^ I5.'aa£^el^« FU aohun^n laaaen al6h durch 
Ver^leich mit dem Klartextaufdrubk dea Dokunenta et^etmen* 

Fiff* 11 xei^ acbematlseb elae veltere Anordaua|f zur Bcbtbeitaprtt- 
fun^ einea Dokumentea 5 nit SebutBaiuater» die auf dea Prlnzip der 
optischen Korrelatlon berubt* Zur TerelnTaobuni; der Beaobrelbun^ 
aei ancrenosnen, daO daa Sobntzmuater blnMr kodlerta Datea entbttltt 
die mit nur elnen einsl^n FULobeanuater dar^eatellt alnd. Meaea 
Flftcbenmuater iat Je naob K<»deaymbol poaltlT: . oder negatlv (inver- 
tiertj^^ Sobutzmuater eatbalten, Daa Dokument 3 Viflndet alob in 
der vorderen Brennebene der Linae 17 und vird dur<^ elne kobMrente 
Licbtquelle 16 belauol^tet. In der blnteren Brennebena der Llnae 17 
und ffleicbzelti^ In der verderen Br^lanebene der ULnaa 19 beflndet 
alob ein Hologram 18 dea datentracandten Fllobewnaatera. Die In 
der hinteren Brennebene dor Uaae 19 auf elaer Nattspbeibe 21 ent- 
atebenden Helligkaltaverteiluaeaa eatbaltea die Aat^errelatlon 
der Fia<diemaater mit poaltlTon Oder neffatlven Toraeleban. Um die 
blnlren Kodeaymbole am Toraelclien dw JUstekerralatJ^ea zu uater- 
aobelden, vlrd die Xattaabelba ffleldbseltl^ dur«b elnen kobKrenten 
Referenzatrabl 20 beleucA&tet^ der alne AualOaobun^ derjenlsea Hal-* 
ll^^eitarertelluneen be«d.rk|^^^:^ ae^MyMi KoxTN»ifitlenavertea 
entaprecben. Die blnter 41x^tcU^^ Photo- 
detektoren 23 i^andela die Kell-Busikei^yertelltma li^ 'al^ktriaobe 
Signalot die voa elnen Aaaloff*Bigltal-1Auetser 13^digltallalert 
und vom Bi^talrecbner 1% dekedlert and In der alf^numerlathen 
Anzelaa 15 anic«ael^ verden* 

In der Rrflndun^ vlrd eln nenartl^a' Scdmtzmu^ daa 
elaan Umllcben Sbhuts vor FUacbunc "blatet, vl# liblegraoBBy 
daa Jedocb im Ge^enaatz zu HolograBmea druokteehnlaoih auf elnen 
Btfkunent an^braobt verden kann und yialaaltli^r elnaetabar lat 
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al0 Uolograne* Da« erttndungag^mBOm Schutzmustar arlaubt auBer-. 
des eiM yrtmttmllm Eebttieitaprttfun^ und kann durch zuslttslicha 
NaAnahmen via mgnatlacli vixicaaue Druokflarben vor ainar optiaohan 
Naohahnunff ^aehiltst vardan» Sa atallt Bomit alna waaantlloha 
Jbnraltarunip dar bl altar bakanntaa Matboden zum Faieobun^aaehuts 
von Dokumantan dar« 
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MECHANICALLY TESTABLE PROTECTIVE PATTERN FOR DOCUMENTS AND 
METHOD FOR PRODUCTION AND TESTING OF THE PROTECTIVE PATTERN 



Applicant: Szepenski, Wolfram 

Inventor: Szepenski, Wolfram 

1. Printable protective pattern for forgery protection of documents, which pennits both 
visual and mechanical authentication, characterized by the fact that surface-straddling 
authentication information is contained in the protective pattem. 

2. Protective pattem according to Claim 1, characterized by the fact that the 
authentication information consists of a coded alphanumeric text 

3. Protective pattem according to Claim 2, characterized by the fact that the alphanumeric 
text consists fully or partially of the individual information (2), through which two documents of 
the same type are distinguished. 

4. Protective pattem according to one of Claims 2 and 3, characterized by the fact that the 
alphanumeric text is binary-^oded. 



* [Numbers in the margin indicate pagination of the original text] 



5. Protective pattern according to one of Claims 1 to 4, characterized by the fact that 
straddling of the authentication information occurs by surface pattems (3) joined to each other, 
which differ in their optical properties in the region of visible and/or invisible light. 

6. Protective pattern according to one of Claims 1 to 5, characterized by the fact that it is 
composed of different bipolar surface pattems (3) or surface pattems orthogonal to each other, 
especially Walsh or Karhxinen-Loeve base functions. 

7. Protective pattern according to one of Claims 1 to 6, characterized by the fact that it is 
situated on a transparent plastic film, which is applied under pressure and heat to the surfaces of 
the document being protected with an aggressive adhesive. 

8. Protective pattern according to one of Claims I to 6, characterized by the fact that it is 
printed directly on the document being protected. 

9. Protective pattern according to Claim 8, characterized by the fact that the document 
being protected is a bank note, a check or security. 

10. Protective pattem according to Claims 7 and 8, characterized by the fact that the 
dociunent being protected is a passport or identification. 

11. Method for authentication of the protective pattem according to one of Claims 1 to 10 
by means of correlation detection, characterized by the fact that the correlation is conducted with 
a digital computer. 

12. Method for authentication of the protective pattem according to one of 
Claims 1 to 10, characterized by the fact that an arrangement for optical correlation is used. 

13. Method for production of a protective pattem according to one of Claims 1 to 10, 
characterized by the fact that a digital computer is used, in order to adjust the protective pattem 
to the document, and to produce the document itself or a printing matrix for it. 

The invention concerns a mechanically testable protective pattem for documents, which 
contains authentication information that straddles the surface of the document, as well as a 
method for production of a protective pattem and its authentication. 

The term "document" is understood here to mean passports, identity cards, authorization 
p2q)ers, credit cards, checks, bank notes, securities, etc. Owing to the widespread use of these 
docimients and the value connected with them, various measures to protect against imitation, 
erasure and other forgery have already been used. Documents whose authentication features are 
difficult to copy or forge, and whose authenticity can be checked in different ways independent 
of each other at low cost, are considered particularly secure. The forgery protection should then 
preferably permit simple visual authentication, but should also be suitable for mechanical testing 
by automatic readers, in order to permit a second check independent of visual examination. 
Moreover, mechanically testable documents are suitable as means of payment for vending or 
money exchanging machines, as identifications for automatic access controls, etc., and anywhere 
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a large number of documents, like bank notes or checks, must be mechanically recorded, sorted 
or counted. The object of the invention is therefore also a method for production of protected 
documents and a method for their mechanical authentication. 

To hamper imitation and to make forgery easily recognizable, documents are often coded /4 
with a protective pattern. Complicated line pattems (guilloche) are most often used, which do 
permit visual authentication, but generally are not mechanically readable. The same applies for 
protective pattems with a three-dimensional optical effect, for which no indications of 
mechanical testability are mentioned in the Examined and Unexamined Patent Applications 
(DE-AS 23 34 702 and DT-OS 26 03 558). 

Methods for document protection are also known which are based on the fimdamental 
idea that specific mechanically readable information or markings are applied to a dociraient 
invisible to a forger or are concealed in it. This can be achieved, for example, by using materials 
with specific electrical, magnetic or optical properties. Such document protection is not 
detectable without measm-ement instruments, and also cannot be visually checked without 
additional means. However, if the existence of the invisible marking is recognized by a forger, 
the hazard of forgery or imitation exists. 

Erase protection has also been proposed (DT-AS 25 30 905), in which the document is 
covered with a homogeneous protective layer free of information, which differs in its optical 
properties fi-om the information printing ink and from the paper and reveals attempts at erasure in 
a reading device. All forgeries that come about without erasure, owing to the fact that alterations 
are made, for example, in the clear text of name information or numerical values written on the 
document by addition of letters or numbers, are not detected by this method. 

It is also known to produce highly forgery-proof documents by applying authentication 
information in the form of a hologram (DT-AS 25 01 604 and DT-AS 25 46 007) or an optical 
diffraction grating embossed in plastic (DT-AS 25 55 214) to a document. A difiScult, unsolved 
problem is then the production of scratch-proof, nonbuckling and crease-proof holograms for /5 
checks and bank notes, which must simultaneously be thin, higjily flexible and permanently 
wear-resistant. Since the known holographically secured documents consist either entirely of 
plastic or consist of plastic on their surface, difficulties can also arise when the documents are to 
be subsequently written on or stamped. In mass production of documents, the high production 
costs for holograms are an additional shortcoming. 

Because of the mentioned deficiencies, the previously known methods of document 
protection are either not applicable at all for certain types of documents or are not economical, or 
they only insufBciently fiilfiU their protective fimction. The task of the present invention is 
therefore to provide mechanically testable forgery protection for documents, which in a preferred 
variant, also permit visual authentication, and which can be used in all the documents defined at 
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the outset without having the mentioned drawbacks of previously known protective methods. 
Another task of the invention is to provide a method with which the production of the protection 
and its mechanical testing are possible. 

The basic idea to solve the task consists of providing the surface of the document being 
protected with an inseparable protective pattern, which contains coded authentication 
information that straddles the entire surface being protected. Any alphanumeric text is suitable as 
authentication information. Coding of the authentication information and the straddling of the 
surface being protected is achieved according to the invention in that the individual 
alphanumeric characters are initially replaced by the symbols of a two- or multivalue code. It is 
known from infonnation technology that N = m" different characters can be represented with an 
N-place and m-value code. By means of a six-place binary code, for example, a total of 
N = 2* = 64 different letters, numbers and special characters can be coded, so that each of these 
characters is represented by n = 6 binary symbols. One of m different surface patterns is now /6 
allocated to each of the m different code symbols, which are used as optical carrier signals for 
the corresponding code symbols. Each alphanumeric character or special character can therefore 
be represented by n surface pattems arranged on the surface. If the authentication information to 
be coded in the protective pattern consists of k alphanumeric characters, a coherent protective 
pattern constructed from a total of k • n surface pattems is obtained by systematic arrangement of 
the individual surface pattems representing the code symbols. 

According to the idea of the invention, it is now proposed to superimpose this protective 
pattern on the document being protected and attaching it inseparably by appropriate means. The 
brightness values of the document and protective pattern are then combined to an overall optical 
impression similar to the known line pattem. During visual examination for authenticity, 
manipulations of the document are recognized in damage to the protective pattem and the altered 
optical overall impression. Since the protective pattem is constmcted only from well defined 
base elements, namely, the m different surface pattems, the authenticity information coded in the 
protective pattem can be mechanically decoded by distinguishing the individual surface pattems. 
A surface pattem destroyed in an attempt at forgery necessarily leads to incorrectly decoded 
authenticity infonnation, so that the manipulation is even recognized mechanically when the 
overall optical impression of the document appears unsuspicious. 

Details and additional attributes of the invention are explained below with reference to 
the drawings. 

In the drawings 

Figure 1 shows a cutout from a document without the protective pattem according to the 
invention 

Figure 2 shows a practical example of a protective pattem according to the invention 
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Figure 3 shows a cutout bom a document protected by a protective pattern according to 
the invention 

Figures 4-9 show different examples for the surface patterns representing the code /7 
symbols 

Figure 10 shows an arrangement for automatic authentication 
Figure 1 1 shows an additional arrangement for automatic authentication 
Figure 12 shows an arrangement to produce dociunents with the protective pattern 
according to the invention. 

Figure 1 shows a cutout from a document that can be provided with ordinary forgery 
protective means, like watermaiics, metal threads, etc. In this case, the information characterizing 
the document is applied in the form of written characters or other markings to a document carrier 
1, which can consist of plastic, but preferably consists of paper. This information consists at least 
partly of individual information 2 that distinguishes a specific document from other documents 
of the same type. In identifications, this information is mostly the identification number, 
person-related data of the identification holder, as well as issuing office and date. In Figure 1, the 
individual information 2 consists, for example, of written characters that denote the name of the 
bank, the account and the check number. It is this individual information above all that is 
threatened by forgery and should preferably be encoded as part of the authentication information 
in the protective pattern. This prevents forgery of the individual information by adding clear text 
characters, since forgery is recognized by comparison with the decoded information of the 
protective pattern. 

A protective pattern according to the invention is schematically depicted in Figure 2. It 
consists, for example, of the repeated arrangement of 4 different surface patterns 3, which 
represent the symbols of a code that is assumed to be a four-value code here. Naturally, any other 
codes, including cryptographic codes, are also usable. To reduce expense in production and 
examination of the protective pattern, a binary code is preferably proposed. 

The different surface patterns are mariced in Figure 2 with different shadings and /8 
arranged so that they form a protective pattern that covers the entire document surface being 
protected. In addition to the surface patterns 3, markings 4 are provided, which are necessary for 
reading and decoding of the authenticity information contained in the protective pattern. 

Figure 3 shows a protected document 5 according to the invention, in which the 
individual information 2 is a component of the authenticity information and straddles the sitfface 
of the protective pattern in coded form. The inseparable cormection of the document and 
protective pattern can preferably occur by overprinting of the document. Another type of 
cormection is shown in Figure 9 as a strongly enlarged cross section through a document. A thin, 
transparent plastic film 9, which was printed on its side facing the document with a protective 
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pattern according to the invention beforehand, is applied to a document carrier 1, on which 
individual information is printed in clear text by means of a very aggressive adhesive 10. The 
plastic film 9 can be joined inseparably to the document carrier 1 by pressure and heat. 

The surface pattern 3, from which the protective pattern is formed, consists, in turn, of at 
least two types of grid elements 6, 7 with different reflection and/or transmission and/or 
fluorescence properties in the visible and/or invisible part of the light spectrum. For example, 
multicolored and differently structured surface patterns can be produced that can be 
distinguished by optical means both during visual and mechanical authentication. To further 
increase the security of the protective pattern, other test methods can additionally be applied. For 
example, different surface patterns 3, which correspond to different code symbols, can also be 
made magnetically distinguishable by addition of printing inks. This prevents imitation of the 
protective pattern by an optical copying process. 

Different practical examples for the surface patterns 3 are shown in Figures 4 to 8. The 19 
boundary line of individual surface patterns can then run in arbitrary fashion, for example, it can 
be square, rectangular, hexagonal or irregular, as in Figure 7. However, those boundary lines that 
permit gapless joining of the protective patterns are expediently preferred. The shape and size of 
the at least two types of different grid elements 6, 7 are also arbitrary. 

If the written characters, markings and images of a document are also indexed, the grid 
elements 6, 7 of surface pattern 3 can be interlaced arbitrarily with the grid elements of the 
written characters, markings and images, as shown in the example in Figure 8. The grid elements 
6, 7, however, can also be superimposed directly on the printed image of the written characters, 
markings and images. The brightness values of the original printed image are then altered. To 
avoid occultations of the printed image, the brightness values, size and shape of the grid 
elements must be adapted to the document being protected. 

Particularly suitable surface pattems 3 for coding of authenticity information are specific 
orthogonal Karhunen-Loeve base functions obtained by Karhunen-Loeve orthogonal 
decomposition of the document being protected. The theory of orthogonal decomposition of 
functions is known from mathematics and is applied to signals in information technology. Details 
concerning such adaptation of the surface pattems 3 to the docxmients being protected can be 
found in the article "A Signal Theoretic Method for Creating Forgery-proof Documents for 
Automatic Verification", Proceedings of the Camahan Conference on Crime Countermeasures, 
University of Kentucky, Lexington, 16-18 May 1979, page 10-109. 

The use of specific checkeiboard Karhunen-Loeve base functions, because of the 
orthogonality of the base functions, permits, on the one hand, optimal distinguishability of the 
different surface pattems and guarantees a particularly disturbance-insensitive recovery of the /lO 
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authenticity information contained in the protective pattern. Similar results are achieved by using 
checkerboard Walsh functions as surface patterns 3. 

Figure 12 shows an arrangement with which the optimal surface patterns for a document 
can be determined and a docimient provided with the protective pattern according to the 
invention. The document carrier 1 is scanned by line, together with the individual infomiation 2 
being protected, by an optical system 1 1 and an optoelectronic transducer 12. The electrical 
signals corresponding to the brightness values are digitized by analog-digital converter 13 and 
decomposed to orthogonal Kaiiiunen-Loeve base functions by means of a digital computer 14. 
Base functions whose decomposition coefficients possess the least variances are chosen as 
^propriate sxuface patterns. Authenticity information entered as alphanumeric text via keyboard 
25 is coded by the digital computer 14 according to a stipulated code, for example, a binary code. 
The code symbols of the authenticity information so coded are then replaced by the selected 
surface pattern and superimposed on the digitally stored brightness values of the original 
document, together with a reading mark 4. After digital-analog conversion, the protected 
docxmient according to the invention can be recorded by an electro-optic converter 24 either on a 
light-sensitive document carrier or on a printing matrix. One possible application for the 
arrangement of Figure 12, for example, lies in the fact that a passport photo is superimposed with 
a protective pattem that contains the personal data of the identity holder in coded form. 
Identification forgeries by replacement of the passport photo are thus prevented. 

Figure 10 shows an arrangement for authentication of a document 5 provided with a 
protective pattem according to the invention. Except for the keyboard 25 and electro-optic 
converter 24, in whose place the alphanumeric display 15 appears, it is identical. The distinction 
of the surface pattem corresponding to the code symbols occurs in digital computer 1 4 by means /II 
of correlation detection, a method known from information technology and pattem recognition. 
In this case, the already mentioned marking 4 is used for synchronization of the scarmer. After 
decoding, the information contained in the protective pattem is displayed in display 15. Forgeries 
can be recognized by comparison with the clear text printout of the document. 

Figure 1 1 schematically depicts another arrangement for authentication of a document 5 
with a protective pattem based on the principle of optical correlation. To simphfy the 
description, it is assumed that the protective pattem contains binary-coded data, which are 
represented only with a single surface pattem. This surface pattem is contained in the protective 
pattem according to the code symbol positive or negative (inverted) or rotated by 90°. Document 
5 is situated in the front focal plane of lens 17 and is illuminated by a coherent light source 16. A 
hologram 18 of the data-carrying surface pattem is situated in the rear focal plane of lens 17 and 
simultaneously in the front focal plane of lens 19. The brightness distributions developing in the 
rear focal plane of lens 19 on a glass screen 21 contain the autocorrelation of the surface pattem 
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with positive or negative signs. To distinguish the binary code symbols in the sign of the 
autocorrelation, the glass screen is simultaneously illuminated by a coherent reference beam 20, 
which causes extinction of the brightness distributions that correspond to negative correlation 
values. The photodetectors 23 applied behind a perforated screen 22 convert the light-dark 
distribution to electrical signals that are digitized by an analog-digital converter 13 and decoded 
by digital computer 14 and displayed in the alphanumeric display 15. 

A novel protective pattern is mentioned in the invention, which offers protection against 
forgery similar to a hologram, but in contrast to holograms, can be applied by printing to a 
document and is more versatile than a hologram. The protective pattern according to the /1 2 

invention also peraiits visual authentication and can be protected by additional expedients, like 
magnetically active printing inks, from optical imitation. It therefore represents a significant 
expansion of previously known methods for forgery protection of docimients. 
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